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How It Works 

. PPP supports the transmission of network packets over a serial point-to-point link by specifying framing 
Viechanisms for encapsulating network protocols such as Internet Protocol (IP), Internetwork Packet Exchange 
fax), or NetBEUI into PPP frames. PPP encapsulation is based on the High-level Data Link Control (HDLC) 
derived from the mainframe environment. These PPP frames can be transmitted over seriaUransmission lines 
such ds Plain Old Telephone Service (POTS), Integrated Services Digital Network (ISDNy^nd packet-switched 
networl^such as X.25. PPP includes an extensible Link Control Protocol (LCP) for establishing, tearing down, 
and testincjsdata-link WAN connections, as well as a number of Network Control Protocols (NCPs) for establishing 
and configuring network communication using each network protocol. PPP also supports a number of 
authentication%chemes, such as Password Authentication Protocol (PAP) and CJ^IIenge Handshake 
Authentication Protocol (CHAP). 
\ 

A typical dial-up session using PPP is completely automated and requires^© real-time user input. It has four 
stages: \ 

■ Link establishment: PPP uses LCP to establish and maintain a PPP link over a serial transmission line. 
LCP frames are senKover the data link to test its integritv/and establish the link. 

■ User authenticationN^PP uses one of several authentication protocols, including PAP, CHAP, and 
Microsoft Challenge Handshake Authentication Protptol (MS-CHAP). 

■ Callback: PPP Callback Control (Microsoft's implementation of PPP) uses Callback Control Protocol 
(CBCP) if it is configured. \ / 

u Configuration: NCPs are used to establish network connections, perform compression and encryption, 
lease IP addresses using Dynamic H^st'Configuration Protocol (DHCP), and so on. NCP frames are sent 
over the link to establish a netwo rkconnec tion between the PPP server and the remote PPP client. 



NOTE 

7 v 

PPP is superior to the older Serial Line Internet Protocol (SLIP) in that it offers error correction and 
dynamic negotiation without'user intervention, supports multiple network protocols simultaneously, and 
is faster. PPP is the basis /or the Point-to-Point Tunneling^rotocol (PPTP) and the Layer 2 Tunneling 
Protocol (L2TP), which ^can be used to create virtual private^etworks (VPNs). PPP is supported by 
Microsoft Windows 200*0, Windows NT, Windows 95, and Windows 98 and is the default setting for 
Network and Dial-up'connections, RAS, and connectivity to th^Internet. 



TIP 




If yoUyCan connect to a remote PPP server but you can't ping the remote serverv*ry turning off IP 
header compression. Windows 98 also allows you to record all PPP communication^*) a ppplog.txt log file 
for/troubleshooting purposes. Open the property sheet of your dial-up networking icoh^select the 
Server Types tab, and select the Record A Log File For This Connection option. ^ 




int-to-Point Tunneling Protocol (PPTP) 



A data-link layer protocol for wide area networks (WANs) based on the Point-to-Point Protocol (PPP) and 
developed by Microsoft that enables network traffic to be encapsulated and routed over an unsecured public 
network such as the Internet. Point-to-Point Tunneling Protocol (PPTP) allows the creation of virtual private 
networks (VPNs), which tunnel TCP/IP traffic through the Internet. Remote users can securely access corporate 
local area network (LAN) resources using the Internet instead of having to use direct modem connections over 
the Public Switched Telephone Network (PSTN) or dedicated leased-line connections. 

How It Works 

PPTP is an extension of PPP and is based on PPP negotiation, authentication, and encryption schemes. PPTP 
encapsulates Internet Protocol (IP), Internetwork Packet Exchange (IPX), or NetBEUI packets into PPP frames, 
creating a "tunnel" for secure communication across a LAN or WAN link. The PPTP tunnel is responsible for 
authentication and data encryption and makes it safe to transmit data over unsecured networks. 



PPTP supports two types of tunneling: 



■ Voluntary tunneling: Initiated by the PPTP client (such a ^Microsoft Windows 95^ Windows 98, 
Windows NT, or Windows 2000). This type of tunneling does not require support from an Internet service 
provider (ISP) or network devices such as bridges. 

■ Compulsory tunneling: Initiated by a PPTP server at an ISP. This type of tunneling must be supported 
by network access servers (NAS's) or routers. 

No matter which type of tunneling you use, vou must use a PPTP server. Corporations can set up dedicated 
PPTP-enabled servers on their networks using Windows NT Server. 



NOTE 



Microsoft's Remote Access Service (RAS) for Windows NT supports PPTP through both dedicated and 
dial-up Internet connections. To enable Windows NT Server to act as a PPTP server, click Network in 
Control Panel, click the Advanced button on the TCP/IP property sheet, and select Enable PPTP Filtering. 



TIP 



Because PPTP supports multiple network protocols, including IP, IPX, and NetBEUI, two computers can 
establish a tunnel over the Internet only if they are running the same network protocol. To troubleshoot 
PPTP over a TCP/IP connection, use ping to determine whether you are connected to your PPTP server. 
Also be sure that you have trusted credentials in the domain of the PPTP server, and be sure that you 
don't have an active Winsock Proxy client that might be redirecting PPTP packets to a proxy server 
instead of to your VPN. 



polyvinyl chloride (PVC) cabling 

A grade of network cabling that uses polyvinyl chloride (PVC) plastic for its outer protective insulating jacket. 
Polyvinyl chloride cabling is cheap and flexible but gives off dangerous gases during combustion. Building codes 
usually require that plenum cabling be used instead of polyvinyl chloride cabling for horizontal runs from wiring 
closets to wall plates. Polyvinyl chloride cabling is usually used to connect wall plates to computers. Both coaxial 
and twisted-pair cabling are generally available in either polyvinyl chloride or plenum-grade jackets. 



POP 

See 

point of presence (POP) 



POP3 

See 

Post Office Protocol version 3 (POP3) 



port 

In TCP/IP networking, an endpoint of a logical connection between two hosts on an internetwork. Ports are 
identified by port numbers. A port identifies a unique process for which a server can provide a service or the 
client can access a service. Ports can be Transmission Control Protocol (TCP) ports or User Datagram Protocol 
(UDP) ports, depending on the type of service supported. 

In general networking terminology, a port is a connector for attaching cables or peripherals to a computer— for 
example, a parallel port for connecting a printer to a computer or a serial port for connecting a serial mouse or 
modem to a computer. Connectors on networking components, such hubs or routers, are also sometimes called 
ports, although a better term for a connector on a router is a "router interface." 
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